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1. Introduction/ Statement

AmplifyChange’s vision is the full attainment of Sexual and Reproductive Health and Rights (SRHR) for all,
including women and girls, young people, and the vulnerable and marginalised. Our mission is to be the
global leader in supporting grassroots organisations and building stronger, more inclusive movements
for SRHR, especially in challenging contexts.

AmplifyChange may collect and hold personal data about its staff, consultants, directors and members,
grantees, donors, event attendees, and other individuals who work with or contact the organisation. We
are committed to ensuring that this personal information is managed responsibly and in accordance
with associated legislation, and related policies or Codes of Practice.

AmplifyChange is registered with the Information Commissioner's Office as a 'data controller’,
registration number ZB492195.

2. Purpose and Scope

AmplifyChange is subject to the following laws in regard to personal data:

e The UK General Data Protection Regulation (UK GDPR) - sets out the data protection principles and
legal basis for processing, the rights of data subjects, the obligations of data controllers and
processors, international transfers, and enforcement

e The Data Protection Act 2018 (DPA 2018) - sets out the data protection framework for UK data
protection law, defining exemptions and the powers of Information Commissioner's Office (ICO), the
UK's regulator for data protection and freedom of information law

e The Privacy and Electronic Communications Regulations (PECR) - These regulations provide a
range of rules around electronic communications. AmplifyChange will most commonly follow these
for direct marketing by email, campaigns and the use of cookies on our websites and emails

This policy covers how we meet these laws and protect all personal information held by AmplifyChange,
including that contained in our own records and that held in our physical and digital archives and
deposited collections.

This policy applies to all persons working for, or on behalf of, AmplifyChange, including employees
(permanent, fixed-term, or temporary), contractors, external consultants, Members, Board Directors, and
Committee Members.

3. Responsibilities

Directors have the overall responsibility for approving and ensuring this policy complies with our legal
and ethical obligations, and that all those under our control comply with it.

The Senior Management Team are responsible for the quality, security and management of Personal
Data and Special Category Data held by their particular areas. They also play a proactive role in
supporting the DPO to make sure that Records of Processing Activities (ROPA) are accurate and up to
date.

Head of Operations has the primary and day-to-day responsibility for implementing this policy,
monitoring its use and effectiveness, dealing with any queries about it, and auditing internal control
systems and procedures to ensure they are effective. They will also ensure AmplifyChange always has a
Data Protection Officer, who will take responsibility for all matters relating to data protection.

Line Managers at all levels are responsible for ensuring those reporting to them understand and comply
with this policy and are given adequate and regular training on it.

All persons working for or on behalf of AmplifyChange must read, understand and comply with this
policy, report any concerns and assist with investigations.

Document Owner is responsible for timely review of this policy and any resulting changes. This may be
delegated to another subject matter expert where appropriate.

4. Definitions

Adequacy Decision — An adequacy decision is a formal decision made by the EU which recognises that
another country, territory, sector or international organisation provides an equivalent level of protection
for personal data as the EU does.
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Data — Any information, which is being processed automatically or recorded as part of a relevant, filing
system.

Data Controller — A person or organisation who (either alone or jointly or in commmon with other persons)
determines the purposes for which and the manner in which any personal data are, or are to be,
processed.

Data Subject — An individual who is the subject of personal data.

DPIA - A Data Protection Impact Assessment describes a process designed to identify risks arising out of
the processing of personal data and to minimise these risks as far and as early as possible.

DPO - Data Protection Officer is a designated person within an organization responsible for ensuring
compliance with data protection laws, overseeing data processing activities, and acting as a point of
contact for data subjects and regulatory authorities.

ICO - Information Commissioner's Office is the UK's independent authority responsible for upholding
information rights, enforcing data protection laws like the GDPR, and ensuring that organizations comply
with privacy regulations.

Personal Data/Information — Data which relates to an identifiable living individual.

Processing — Obtaining, accessing, altering, adding to, deleting, changing, disclosing or merging data
and anything else, which can be done with data.

ROPA - A Record of Processing Activities is a document required under GDPR that details an
organization's personal data processing activities, including the purpose, data categories, and security
measures, to ensure compliance and accountability.

Special Category Data - Information about an individual's racial or ethnic origin, political opinions,
religious beliefs, trade union membership, physical or mental health or condition, sexual life, commission
or alleged commission of any offence, any proceedings for any offence committed or alleged to have
been committed by them.

UK GDPR - The UK's version of the General Data Protection Regulation, which governs how personal data
is processed, stored, and handled in the UK, ensuring individuals' privacy rights are protected and
organizations comply with data protection laws.

5. The Role of the Data Protection Officer

AmplifyChange is the Data Controller and takes overall responsibility for compliance with the Data
Protection Act 2018. The Data Protection Officer shall:

e Inform and advise the organisation about obligations to comply with data protection laws

e Monitor compliance with the Data Protection Act 2018 and GDPR

e Have appropriate expertise or experience

e Bethe primary Data Protection contact point in the organisation

e Keep the Privacy Statement up to date

e Advise on and monitor Data Protection Impact Assessments (DPIAS)

e Cooperate with the Information Commissioner’s office (ICO) and is the first point of contact

e Carry out other tasks and duties, provided there is no conflict of interest, so the DPO may hold the
asset register and records of the organisation as the central point for ensuring that the organisation
is compliant

e Understand and advise on a risk-based approach to data processing in their organisation

e Support the AmplifyChange team to introduce technical security requirements as and when
necessary

¢ Maintain a central register of information assets as a key component of achieving data protection
compliance

AmplifyChange has engaged an external Data Protection Officer who can be reached at
dpo@amplifychange.org
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6. Data Subject Rights and Requests

Data subjects have the following rights:

Right to be informed

Right of access

Right to rectification

Right to erasure

Right to restrict processing

Right to data portability

Right to object

e Rights related to automated decision making

AmplifyChange will make available the following information when requested, subject to verification of
the enquirer’s identity:

e  Whether AmplifyChange holds any personal data relating to the enquirer and what it is
Why it is held and for what purpose

How long it will be held for

Who it may be disclosed to

The logic involved in any automated decision-making processes involving personal data
Their rights concerning that data

All requests must be handled in line with the Data Rights Request Procedure and passed to the Data
Protection Officer immediately. We will comply with written requests within one calendar month of
receipt.

7. Concerns

If you have any concerns the way we collect, use, or store your personal data, we encourage you to
contact us in the first instance so we can seek to resolve the issue promptly and fairly.

Concerns should be directed to the AmplifyChange Data Protection Officer at dpo@amplifychange.org

8. Using data

Any access to Personal Data and Special Category Data including personnel files, marketing databases,
CCTV will be limited to authorised personnel only.

Personal Data and Special Category Data will be kept accurate, up to date and not be held for longer
than is necessary, unless it is required for archiving purposes in the public interest. Personal Data and
Special Category Data will have a clear retention period. AmplifyChange's retention schedule provides
further details of how long certain categories of record should be kept.

AmplifyChange will only use Personal Data and Special Category Data or the purpose for which it was
collected. It will not reuse the data for any other purpose unless consent is obtained, or if the reuse is
allowed by the data protection legislation and approved by the Data Protection Officer.

9. Marketing and Sharing Data with Third Parties
Data subjects will be removed immediately from mailing lists on receipt of a written request.

Personal Data and Special Category data will not be shared and/or sold to any outside organisation for
use in direct marketing campaigns. Data may be exchanged with similar organisations for use in direct
marketing only where the positive consent of the data subject and the permission of the Data Protection
Officer have been obtained first.

Personal data can only be released to external enquirers or shared with other organisations with the prior
approval of the Data Protection Officer and in compliance with the Act. Occasionally, there will be a legal
requirement for AmplifyChange to release information to external organisations; where this is the case,
applications should normally be in writing (unless the need is urgent) and be submitted to the Data
Protection Officer.

All requests from third parties to view personal data held by AmplifyChange must be in writing and
submitted to the Data Protection Officer.

From time to time, AmplifyChange may act as a joint data controller for personal data collected in
partnership with allied organisations for a commmon purpose. In these cases, the collection, use and
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management of the data will be subject to a data sharing agreement, signed by a senior manager and
approved by the Data Protection Officer.

10. Data Breaches

Personal Data and Special Category Data will be stored securely and in accordance with AmplifyChange's
Usage of Data and Equipment Policy and relevant procedures.

Staff are responsible for ensuring that Personal Data and Special Category Data is kept securely and not
disclosed, either orally or in writing, to any third party without the authorisation of the Data Protection
Officer.

All data breaches must be reported immediately to the Data Protection Officer. Breaches must be
managed in accordance with AmplifyChange's Data Breach Procedure. Serious data breaches will be
reported to the Information Commissioner within 72 hours and to the Charity Commission as soon as is
reasonably possible.

Personal Data and Special Category Data must be disposed of confidentially and securely, including both
digital and print, regardless of format or media.

Breaching the UK's privacy laws can result in enforcement action by the ICO, including monetary
penalties.

1. Procurement

The Data Protection Officer must approve any procurement plans for the management of personal data.

Terms of Reference for new systems, or outsourcing the management of personal data, must include
details of the Data Protection Particulars and specify the requirements for security controls.

All suppliers will be asked about, and evaluated on, their Data Protection Controls and training during
tender and then again before contracting. AmplifyChange will request further information as necessary.

Any third-party processing personal data on behalf of AmplifyChange will be required to comply with the
law and this policy. All outsourcing arrangements are governed by a contract, which must include
commitments to process personal data in line with the responsibilities of processors out in GDPR Article
28. If the supplier's own contract template is being used, the Data Protection Officer will need to approve
the relevant data protection sections.

If personal data is being transferred outside the UK or EEA to a country that does not have an adequacy
decision, by AmplifyChange or one of its processors, then a transfer risk assessment must be completed
and an appropriate safeguard such as the International Data Transfer Agreement (IDTA) must be in place.

12. Staff training and Awareness

New starters are required to attend a comprehensive data protection session, tailored to their role, as part
of their induction schedule. This session is designed to provide employees with essential knowledge
about the organisation's data protection policies, relevant legal obligations, and best practices for
handling personal data.

AmplifyChange’s policies and procedures for the collection, management and disposal of personal data
are available to all staff from the Data Protection Officer and via the Cloud Storage System.

All staff are required to attend mandatory data protection training. Further training will be provided
appropriate to the individual's role.

13. Breach of this Policy

If a breach of the policy is suspected, the matter will be thoroughly and appropriately investigated to
determine the nature and extent of the violation. The investigation will be conducted in a fair and
confidential manner, ensuring that all relevant information is gathered and considered.

If the breach involves a member of staff, appropriate sanctions will be applied in accordance with
AmplifyChange - Disciplinary Policy, which may include verbal or written warnings, suspension, or
termination of employment, depending on the severity of the breach.

In cases where the breach is determined to be a result of systemic issues or inadequate processes, a
comprehensive review of the current policies, procedures, and safeguards will be undertaken.
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Reasonable changes or improvements may then be implemented to prevent future occurrences and
strengthen the overall security and efficiency of our data and equipment usage practice

14. Linked Documents and Further Reading

e AmplifyChange - Appropriate Policy Document

¢ AmplifyChange - Cookies Statement

e AmplifyChange - Data Protection Impact Assessment Procedure
¢ AmplifyChange - Data Rights Request Procedure

e AmplifyChange - Privacy Notice

e AmplifyChange - Procedure for reporting breaches
¢ AmplifyChange - Retention Policy & Schedule

e AmplifyChange - Staff Handbook

¢ AmplifyChange - Serious Incident Policy

e AmplifyChange - Disciplinary Policy

e AmplifyChange - Usage of Data and Equipment

15. References

Associated legislation:

e Data Protection Act 2018
e UK General Data Protection Regulations
e Privacy and Electronic Commmunications Regulations

16. Review Frequency

This policy is reviewed on an annual basis or earlier to meet changes in legislation or AmplifyChange’s
organisational needs.

17. Version History

Version

Date

Details of changes

V1

June 2021

Creation

V2

April 2024

Revisions made in response to Data Protection Audit and in preparation for
Chairty Status.

AmplifyChange is moving towards a top-level data protection policy model that
uses procedures as standalone documents to allow them to be updated in a
timelier fashion, as well as improving useability, when compared to a policy heavy
model. Key policy documents identify areas of compliance, address the legal
background and responsibilities, and provide some information before referring
readers to procedures.

V3

June 2025

Updated to the new template and general updates made to framing sections of

the policy

e Role responsibilities clarified

e Comprehensive definitions added

e Responsibility to report serious data breaches to the charity commission
added

e Process of assessing supplier controls added

e Staff training clarified

e Breach of the policy section added
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